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Cloud Service Providers at Cisco

Definition:

The service data that Cisco owns or has a
responsibility to protect and/or

The external site(s) might be considered by a user to be a
e (internal or external)

Types of Cloud Service Providers include, but are not limited to, the following:

Cloud Software as a Service (SaaS), Cloud Platform as a Service (PaaS) & Cloud Infrastructure as a
Service (laaS)
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Cisco’s External Cloud Provider Usage

CSP Count (~500)
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B Acquisitions
Business Drivers for CSPs
- Cost

- Time to Market (Speed)

- Specialized Service
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Cisco’s Evolution of Cloud Provider Assessments

ASP
Assessment Pilot CSP Streamline CSP
Standards ASPRIN CASPR Assessment Assessment
Developed Inception Inception Standards Standards
OWASP CSP Standard
Cloud Top 10 ot

Development

ASP — Application Service Provider
ASPRIN — ASP Remediation Initiative

CASPR -- Cloud Service Provider Reviews
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ASPRIN/CASPR — Enterprise Wide Program
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Performing Cloud Assessments
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CASPR Review Lifecycle

InfoSec Informs GCM
of Security Approval

GCM informs IT of
CSP Agreement Signing

TBD based on scope

Engage SMEs

Security Review Contract Work Integrate Vendor

= SMEs within functional = Security Assessment

= Business lead and * Implementation of
groups Global Contracts vendor solution
= Obtain Business & IT VP Management (GCM) = Renewals
Approval negotiate contract
= Complete Requested Forms with vendor
& Diagrams
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CASPR Security Review Lifecycle

) A b\
[ Engage SMEs N Security Review * Contract Work I%Integrate Vendor

. . : Security Assessment Review Findings
CEE & Approvals
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CASPR: Discovery

e Cisco Data Handled
« Customer and Regulatory Data

* Ownership of laaS, PaaS, SaasS layers
» Security Responsibility and Accountability

* End Users
e o Administrative Users




Example: Collecting Cloud Tier Ownership

ayer : enancy at this layer o owns the o has Security
(Yes/No) management/ Responsibility?
operations of this
tier?

SEEN]
PaaS

laaS
laasS (2)
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Example: Collecting Data Details

Cisco/Customer
Data m—

Data Classification and  Provide details on the Cisco data that will be hosted on the
Sensitivity Cloud vendor using Data Sensitivity template.

Cisco Highly
Confidential

Data - Physical Location What will be the physical/geographical location of data in

cloud?
Data Flows Data Flow Sample
Regulatory Data I‘I::;?l\(/jllde?j details on what regulatory and privacy (PIl) data will be

Provide details on what customer data will be handled , you

Customer Data can use the data classification template above to specify it.
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CASPR: Architectural Review

e Data Flow Paths
« Data between systems/entities

 Logical and Physical
» Security Responsibility and Accountability

* Integrations with other systems
il © Reach-back Model

Architecture




Data Flow Template

Customer Login

CCO User Credentials(SSL
enforced)

€

Customer

Check Order Status
Date, Order detai, Shipping
Address (SSL not enforced)
— 1. Customer Address Validation Web Service
d 2. Shipping Status Web Service

Status eMail \ |
? ehail Sefver Wehb Service
E Order Status

n:ﬁd?::(g::tm;‘ g Place Customer

ax Order

Place Order

Parts/Equipment, Shipping
Address, Credit Card (optional)

Support Person
Data Center

XYZ Application Data Flow Diagram Winay Bansal (ver 1.0) — April 2003
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CASPR: Security Assessment
Questionnaire

» Compliance, Legal and Regulatory
» Data Security
* Identity and Access Control

* Infrastructure Security Baseline
« Application Security gg;‘ d(;rscg

* Encryption and key Management
* Multi-Tenancy and Virtualization

 Physical Security and Disaster Recovery

» Support and Operations

Operational e SLAs
Controls
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CASPR: Security Assessment
Cisco Standards

« CSPs must not use SSN as a user ID for 3
regulatory requirement to support such

(Account Pro: q

Online self enrollment processes for users mus
external systems and people which compromisg
uniquely identify a user. An OOB attribute is on

Samples of "out of band" methods:

Provide a random generated Pin # to emj

Distribution of unique pin# to employees
credit monitoring discount access codes.
Unique time time URL distributed to an e
acceptable attributes for identity - Emplo:

Encryption must be used for transmission
standards must meet CSPO's Cryptograpl
Samples: TLS for transport level e

N I EE I T . _
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CASPR: Review Findings and Approval

» Security Requirements and Recommendations
» Alternate Controls
» Risk Exceptions

* Federated Auth
 Data Integration
 Administrative Access

* Monitoring/Audit Log
* Vulnerability Assessments

* Incident Response

Periodic
Assessments
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Triage: Revalidation of CSPs
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Challenges

i IN
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Challenges

* Availability of Non-production
* Integration and functional testing and vulnerability assessment

 Authorized Vulnerability Assessment

* Incident Analysis and Forensic Support
* Better visibility into CSP environments for proactive monitoring and

quicker response.

» Web Application Firewall
« Evaluation of CSPs ability to support a Web Application Firewall
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Availability of Non-Production
Cisco Incident

- Site Mistaken for non-production, which
did not exist.

- CSP hosted site accidently hacked by
planned vulnerability assessment

- A scheduled audit and penetration test on
improperly inserted factious data into
production databases instead of the
development version.



Incident Analysis & Forensic Support
Mitigation
v" Cloud providers synched up with the enterprise incident
response procedures
v Roles and responsibilities defined

v" SLAs on access to logs

v Environment isolation for forensic analysis
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